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Hardware Security Module. It safeguards and manages 
digital keys, performs encryption and decryption 
functions for digital signatures, strong authentication 
and other cryptographic functions. 
  

The certificate from your sponsor bank used to sign 
your payments is stored on the HSM, and once 
connected to your Bacs approved software, allows you 
to sign payment submissions simply, securely, and 
without the need for any smartcards. 
  

HSM as-a-service means the HSM is hosted on your 
behalf. It removes ALL software from your payments 
process – no need for any drivers, application software 
etc on the devices used for signing / submission. 
 

HSM-as-a-service can be a very cost effective solution, 
particularly if you have a lot of Smart Card users 
currently. There is also no requirement to purchase an 
on-premise HSM (at a cost of around £10,000) as we 
host the HSM (and DR HSMs too) with no up-front 
costs. 

  

HSM as-a-service is instantly available when and where 
you need it.  That means no delays and the flexibility 
to take action immediately. As new regulations emerge, 
your software will need to be updated to ensure you 
stay compliant and be able to process payments. Easy-
to-understand navigation and user interaction means 
your everyday processes are simpler. 
  

Use of HSM unlocks the potential for automation of 
your processes, including full “lights-out” functionality if 
required, with no human interaction between 
uploading the files, to submission to Bacs. Use of HSM 
also enables automatic download and distribution of 
Bacs A-Reports. 
  

      

Not using Smart Cards also removes the (Bank 
Imposed) requirement to use Internet Explorer as your 
browser, which is nearing end-of-life, and is inherently 
insecure compared to modern alternatives (You can 
use Firefox, Chrome, Edge etc, on any device that has 
an up-to-date browser and Operating system) 
 

 
 

HSM as-a-service provides your business with 
the highest level of protection that  keeps you 
well guarded against external and internal 
threats. 
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To see how HSM as-a-service can improve your everyday processes 

 


